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9.lenu n 3apgayum y4e6HOM AUCLIMNIIUHDI

Llenbto gucumnnuHbl «CeTn M TenekoMMyHWKauum» SABMASIETCA OCBOEHWE OCHOBHbIX
ceTeBblX  TexHonormn. 3agadamMu  OUCUMMIWHBL  ABNAETCA  U3yYeHue  MPUHUMMNOB
PYHKUMOHNPOBAHUS U OCOBEHHOCTEN NOCTPOEHNSA KaHaroB nepefayn OaHHbIX U NIMHUN CBA3MW;
MeTO40B JOCTyna MU pas3HOBUAHOCTEMN NOKaNbHbIX BbIYUCIIUTENBHbLIX CETEN; (PYHKLUMM CETEBOTO
N TPaHCNOPTHOroO ypoBHEN; NpoTokosioB cteka TCP/IP, meTogoB agpecaunn n mapLupyTtusaumm
TepputTopuarbHbIX CETEN.

10. MecTo y4yebHOM gucumnnuHbl B cTpykTtype OOI:

OucumnnuHa asnsieTcs obsi3aTenbHOW OUCUUNIIMHOWM BapuMaTtMBHOM 4YacTu. W3ydeHue
ANCUMNNUHBI ONMPAeTCs Ha LUKOSIbHble 3HaHWA Kypca WH(OpMaTUMKM, a TaK Xe KypcChbl
«OnepaunoHHble cucTeMbl» N «BbluncnutTenbHas TEXHUKaY.

11. MnaHupyemMble pe3ynbTaTbl OOy4YeHUsi MO AUCUUNNMHe/MOAYINIO (3HaHWUA, YMeHus,
HaBblKW), COOTHECEHHbIe C NNaHUPYyeMbIMU pe3yfibTaTaMu OCBOEHUSA obpasoBaTesNibHOM
nporpaMmmbl (KOMNeTEHLUAMU) U UHAUKATOPAMU UX [OCTUXKEHURA:

Kog HaseaHwne Kopa(bl) WHpmnkaTtop(bl) MnaHnpyemble pesynbTaThl
KOMMNeTeHUUK 0ByyeHus
Orl1K-5 | CnocobeH OlK-5.1 | BnageeT npuHuunamu n metogamu | YMeeT NogknioymTb
WHCTannMpoBaTb CUCTEMHOro agMUHUCTPUPOBaHNS, | yaanéHHyto 6asy AaHHbIX B
nporpaMmmHoe 1 aAMWHUCTPUPOBAHNSA CUCTEM nokansHoW nnu rnobansHown
annapartHoe ynpasneHun 6a3 gaHHbIX, cetu
obecneueHve ons COBpPEMEHHbIMWU CTaHAapThI
NHOPMALIMOHHBIX 1 WHOPMALMOHHOTO
aBTOMAaTU3MPOBaHHbI B3aUMOOEWNCTBUS CUCTEM
X cucTem OlK-5.2 | BbinonHsAeT napameTpUYeckyto CospgaHne KoHdUrypaumm
HaCTPONKY MHAOPMALMOHHBIX 1 NOLKIIOYEHNS K 6a3e AaHHbIX

aBTOMAaTU3MPOBaHHbIX CUCTEM
Hactpolika goctyna k 6ase

OaHHbIX
OlK-5.3 | NHcTannupyeT nporpamMmmMHoe u YcTaHoBKa cuCTeEM
annapaTtHoe obecneveHusi ynpaBneHuss 6asamu gaHHbIX
WH(OPMALIMOHHbLIX U (PostgreSQL, MySQL,
aBTOMAaTU3NPOBAaHHbLIX CUCTEM MongoDB)

OlK-6 | CnocobeH OlK-6.1 | PaspabaTbiBaeT TeXHNYeCKue OnucbiBaeT TexHUYeckoe
paspabaTtbiBaTb 3aJaHuns Ha OCHallleHWe OTAENOB, 3agaHve Ons ocHalleHus
Bu3Hec-nNnaHbl U nabopartopui, odncos npeanpuaTns Heo6xoanMbIMM
TeXHu4eckne KOMMbIOTEPHBIM U CETEBLIM NPOrpaMmHbIMUN U
3agaHnsa Ha o6opynoBaHneM annapaTHbIMU CpeACcTBamMu
OCHallleHune XPaHEeHMWs AaHHbIX
OTAEenNos, OlK-6.2 | PaspabaTbiBaeT Ou3Hec-NnaHbl Ha | PaspabaTbiBaeT nnaH
nabopartopwui, OCHallleHNe OTAENOB, pa3BUTUA MHPACTPYKTYpbI Ha
odhmcoB nabopartopuii, ouncoB annapaTtHOM U NPOrpaMmMHOM
KOMMbIOTEPHBLIM U KOMMbIOTEPHBLIM U CETEBLIM YPOBHSAX Ans paboTbl cuctemM
CeTeBbIM obopynoBaHneM ynpaBreHust 6asamy gaHHbIX B
obopygoBaHuem pamkax npegmeTHown obnacTtu

12. O6bem gucuUNNHbI B 3a4eTHbIX eauHMLax/yac. — 8/288
dopma npomexyToyHou aTtTectaumn: 4 cemecmp — 3a4ém, 5 cemecmp — 3a4ém c oUeHKoU.

13. TpyaoemkocTb No BuAam y4yebHomn paboTbl

TpyaoemMKoCcTb

Bug yuebHol paboTbl

Mo cemecTpam




Bcero 4 5
AyaMTOpPHbIE 3aHATUS 120 52 68
nekuuu 60 26 34
B TOM ymucne: npakTnyeckme 60 26 34
nabopaTopHble
CamocTositensHasa pabota 168 92 76
B TOM Ymucne: Kkypcosas pabora (NpoekT)
dopma NpomMexyTOHHOM aTTecTaLmm
(3k3ameH — 4ac.)
Wtoro: 288 144 144

13.1. CopepxaHue ANCLUNIIUHBI

n/n HanmeHoBaHue pasgena
CopepxaHue pasgena guCUUnIivHbl
ONCUMNNUHBI
1. Nlekumnn
1.1 OCHOBbI ceTeBbIX TEXHOMNOMMN CoBpeMeHHble ceTeBble TeXHONormmn, 6as3oBble OKOHEYHbIEe
YCTPOWNCTBA, MPOTOKOMbI U MOAENM
1.2 Mogenb OSI PyHKUMM 1 ocobeHHoCTH paboTbl yposHew mogenun OSI
(cbusnyeckmi, kKaHanbHbIA, CETEBON, TPAHCMOPTHBIN, YPOBEHDb
NPUNOXKEHNN)
1.3 Mogenb TCP/IP ConocrtaeneHue ¢ mogeneto OSI, agpecaunst Ha ceTeBOM
ypoBHe (IPv4 n IPv6), pa3pelleHne agpecos, AnarHoCcTuka
14 OcHoBbI ceTeBoW OcHoBbI ceTeBoW Be3onacHoCcTU
DesonacHocTn
15 OpraHu3auumsa manow cetu OcCHOBHbIe KOMaHAbl MO HACTPOMKE M OUarHoCTUKe
obopynoBaHust Ana manow cetu. MNMpobnembl MacuTabMpoBaHus
cetu.
1.6 MpuHUMNBI KOMMYTaLUK Mepecbinka kagpoB, KOMMYTaLMOHHbIE JOMEHbI.
1.7 BupTyanbHble nokanbHble VLAN gnst norm4eckoro BblaeneHns n3onnpoBaHHbIX CETEN B
cetun (VLAN) npegenax ogHoro obopygoBaHus. Pabota VLNA Ha HeCKOMNbKMX
CBs3aHHbIX KOMMyTaTopax. TpaHku. [NpoTtokon DTP.
1.8 MapuwpyTtusauua mexagy VLAN | MpuHumnel mapwpytusaumm mexgy VLAN. Ncnonb3oBaHue
MapLupyTmM3aTopa C NoakNYeHeM K TpaHky. MapLpyTtusaums ¢
NMOMOLLIbK) KOMMYTaTOPOB 3-€ro YPOBHS.
1.9 Mpotokon STP dyHKkumoHan npotokona STP, npuHumnbl paboTsl, 9BOMNOLMSA U
TeKyLime CTaHgapThl.
1.10 O6beguHeHne nopToB TexHonorus Etherchannel, eé npuHumnbl paboTbl 1 HacTpolika.
Mownck n ycTpaHeHue npobnem B pabote EtherChannel.
1.11 OunHamnyeckoe MpoTtokn DHCPv4, HacTpolika cepBepa Ha obopyaoBaHum Cisco.
pacnpeferneHve agpecos HacTtpolika knneHTckoro o6opynoBaHus.
(DHCPv4)
1.12 [OuHamunyeckoe TexHonornn aBToMaTudeckoro nonyyeHus IPv6 agpecos.
pacnpefeneHve agpecos SLAAC, DHCPv6. Hactpoiika cepepa DHCPv6. HacTtporika
(DHCPV6) KNneHTcKoro obopyaoBaHus.
1.13 MpoTokonebl Mpotokonsl FHRP 1 HSRP gnsa pesepsupoBaHusa gocTyna K
OTKa30yCTOMYMBOro AOCTYyNa K | LUM03Yy MO YMOMYaHUio.
ceTu.
1.14 MpuHUMNbI 06ecneveHns Be3onacHOCTb OKOHEYHbIX YCTPOWCTB, KOHTPOSb 4OCTyna.
6e3onacHOCTH B NOKaNbHON Yrposbl Ha KaHanbHOM YpOBHe, aTaka Ha Tabnuuy MAK agpecos.
cetn Bo3MOXHbIE aTaku Ha NIOKasbHYIO CETb.
1.15 HacTtpoliku 6e3onacHocTn Ob6ecneyeHne 6esonacHocTM NopToB. OTpakeHne aTak Ha
MapLUpyTU3aTOpPOB VLAN. Otpaxenue atak Ha DHCP. OtpaxeHue atak Ha STP.
1.16 BecnposoaHble ceTu TexHonornn 6ecnpoBogHon cBA3n. CocTaBnsAwLLME U NPUHLINMbI
pabotbl WLAN. MNpuHumnel pabotel CAPWAP. BesonacHocTb
6ecnpoBOAHbIX CETEN.
1.17 KoprnopaTtusHele WLAN HacTpowika ceten yganéHHbix 06bekToB. KoHdurypauus

6a3oBoro WLAN c KoHTponnepoM 6ecnpoBogHOMN CEeTH.
Hactporika WPA2




1.18 MprHLMNBI MapLLpyTM3aL MK OnpepeneHue Nyt 1 nepeckinka naketos. basoas
KOHGMrypaumsa maplupytmnsartopa. Tabnvua IP mapwpyTtumsauum.
CraTtnyeckas u guHaMm4eckas MapLupyT13auums.

1.19 CraTtuyeckas MmaplipyTusaums. | Hactporika ctaTuyecknx mapLipyToB. HacTporika nnaBatoLmx
CcTaTMYeCcKnX MapLUpyTOB. HacTpoika cTaTU4ecKux MapLUpyTOB
Ha KITMEHTCKUX ycTponcTBax. [ouck n yctpaHeHme npobrnem co
cTaTMyeckuMmn mapLupyTaMmm 1 MapLipytaMmu no yMonyaHuoo ans
IPv4.

1.20 [MpoToKoNbl AMHaAMUYECKOW MpoTtokon OSPFV2: npuHumMnbl paboThl, NnepegaBaeMble NakeTbl,

MapLupyTusaumm ocobeHHocTM npoTokona. Hactpowka OSPFv2 anga ogHou
obnacTu.

1.21 MpuHUMNBI 06ecneveHns TekyLnii ypoBeHb knbepbesonacHoCTU. 3n0YMbILLNEHHUKM U NX

B6e3onacHocTu ceTn WMHCTPYMeHTbI. BpegoHocHoe MO. Ya3sumocTn Ha ypoBHe IP

npoTokorna. YA3BMMOCTM Ha YPOBHE TPaHCMOPTHbLIX MPOTOKOMNOB
TCP/UDP. CeteBble cnyx6bl. LLndgposaHue.

1.22 dunbTpaums Tpaduka ¢ Cnuckun koHTpons goctyna (ACL). La6noHHble macku B ACL.

nomouybio ACL O6wume pekomeHgaumm no cosgaHmio ACL. Tunbl cnnckos

KOHTpONa goctyna ans IPv4.

1.23 TpaHcnsauusa ceteBbix agpecoB | TexHonorns NAT. Tunbl npeobpasoBaHuii NAT. NpenmyluiecTtea

(NAT) n HepocTaTkn NAT. Ctatnyeckoe n auHamuyeckoe NAT. NAT

ansa IPv6.

1.24 MpuHUMNbI paboThbl HasHaueHune rnobanbHbix cetent (WAN). TpagmumoHHble MeTobI

rnobanbHbIX ceTewn noakrnoveHust K WAN. CoBpeMeHHbIE BO3MOXXHOCTM
nogkntoveHuns K WAN. mobanbHasi ceTb UHTEPHET.

1.25 BupTyanbHble YacTHble ceTu | TexHonorMm cosgaHus BUpTyarnbHbix YacTHbIx ceTen (VPN).
Tunbl VPN. Ipsec

1.26 KauectBo 0b6cnyxunBaHus KauecTBO nepegaymn gaHHbIX MO CETU. XapaKkTepucTuku Tpaduka.
AnroputMbl opraHnsaumm odepean. Mogenn obecneyenns
KayecTBa obcnyxusaHuss. Cnocobbl obecneyeHns KayecTsa
obcnyxmBaHums.

1.27 Cnoco6bl ynpasneHus cetamn | lMpoTokonbl 06HapyxeHus yctponcts CDP u LLDP. NMpoTokon
cuHxpoHusauun spemenn NTP. YnpasneHne n cbop cTatucTunkm
¢ nomoubto npotokona SNMP. JlokanbHoe 1 yaanéHHoe
XypHanupoBaHue ¢ nomolubto syslog. PaboTa ¢ ghannoBbiMu
cucTeMamMmm KOMMYTaTopoB U MapLupyTmM3aTopoB. PaboTta ¢
obpasamu 10S.

1.28 MpoekTnposaHue ceTemn Wepapxnyeckme n macwtabupyembie cetn. ObopynoBaHune ans
KOMMYyTaLM1 1 MapLipyTusaummn.

1.29 Mouck n yctpaHeHne owwnbok | BegeHnne gokymeHTauun. MNpoueaypa novcka n ucnpaeneHuns

B paboTe ceTu Henonagok. IHCTpyMeHTbI AN noucka 1 ycTpaHeHus
Henonagok. CUMNTOMbI M MPUYMHBI HENONAA0K B CETHU.

1.30. BupTtyanusauus cetu O6nayHble BbluncneHus. BupTyanusaums BblYMCIIMTENBHbIX
MoLuHocTen. HdpacTpykTypa BupTyanbHon ceTu. lNporpammHo-
onpegensiemas ceTb.

1.31 AsTomaTtu3aums ynpasneHuns | O63op asTomaTusauun. Popmatbl gaHHbIX, APl. IHCTpyMeHTbI

CceTblo ynpasneHus koHgurypaumen, REST uHtepdenc.
2. JlabopaTopHble 3aHATUSA

2.1 MoaknoyeHne Kk ceTeBomy MogknioyeHne wun pabota ¢ ceTeBbiM ob6opygoBaHMEM C

obopygoBaHuto Mcnonb3oBaHNEM UHTepdenca KOMaHAHOW CTPOKU

2.2 MpocmoTp ceTeBoro Tpaduka YctaHoBka nporpammbl wireshark n eé€ wncnonb3oBaHve Ans
aHanusa nepegaBaeMbliX NO CETU AaHHbIX

2.3 AHanus ceteBoro lMpocmoTp MHdopMaLmMKn o0 ceTeBblX aganTepax U X HacTPonKa.

obopygoBanus MK

2.4 KaHanbHbIN ypoBEHb MpocMOTp Mak agpecoB CETEBbLIX YCTPOMCTB, NPOCMOTP Tabnuubl
MaK ajpecoB KOMMYTATOpOB, aHanui KagpoB KaHarbHOro
ypoBHs ¢ nomoLubto Wireshark

25 BbasoBas mapLupyTmsaLms CospnaHune ceTu, cocTosLen u3 KomMmMyTaTopa n
MapLupyTmMsaTopa.

2.6 IP agpecauums (IPv4) Paccuét nogceten IPv4. PaspaboTka M peanusauusi CXembl
agpecaumn VLSM

2.7 IP agpecauums (IPv6) Onpegenenue IPv6 agpecos, HacTpolika IPv6 agpecoB Ha
CEeTeBbIX YCTPOUCTBAX.

2.8 [unarHocTnyeckue ytunuTol [MpoBepka ceTeBoro NOAKIMKYEHNs € NOMOLWBIO ping 1 tracroute




2.9 Cnyx6a DNS KnueHtckas pabota co cnyx6on DNS
2.10 OcHoBbl 6e3onacHOCTY ceTu Hoctyn «k ycTponctBam no npoTtokony SSH, HacTpoiku
6e30nacHOCTY CETEBbIX YCTPOWCTB.
2.11 OpraHusaums manow cetu [MpoeKkTnpoBaHNE N NOCTPOEHUE CETU MaSIoro NpeanpuUaTUs
2.12 BbasoBas HacTpolika basoBaga HacTpolika KoMMyTaTopa
KOMMyTaTopa
2.13 Pa6oTta ¢ VLAN Hactporika VLAN 1 marmctpanbHbIX TPaHKOB
2.14 MapuwpyTtusauusa mexay VLAN | Cssb VLAN npy noaknoyeHnn maplupytmsaTopa dYepes TpaHk.
[Mouck w©n ycTpaHeHuWe HeucrnpaBHOCTEN MNPW  HaCTpPOWkKe
MapwpyTtusaumm mexagy VLAN.
2.15 O6begnHeHne NOpToB HacTtporika Ehterchannel.
2.16 DHCPv4 Hactporika DHCPv4 Ha KNMEHTCKOM 1 cETEBOM 000pPYAOBaHUMN.
2.17 DHCPv6 Hactporika DHCPv6 Ha KNMEHTCKOM 1 ceTEBOM 000pya0BaHMM.
2.18 besonacHocTb komMyTaTopoB | HacTpowiku 6e3onacHoCTi KOMMyTaTopa
2.19 BecnpoBoaHble ceTu HacTtpolika npocton 6ecnpoBogHON CETU
2.20 CraTtuyeckast Maplipytusaums | Hactponka cTaTU4ecKnx MapLpyToB M MaplpyTtoB Mo
ymonyanuto ans IPv4 n IPv6
221 Mouck n yctpaHeHue [Mouck 1 ycTpaHeHue Henomnagok, CBA3aHHbLIX CO CTaTUYeCKUMMU
HenonaaokK, CBA3aHHbIX CO MapLUpyTaMm 1 MapLUpyTaMu rno yMon4aHuio
cTaTM4ecKMMn mMapLupyTamm u
MapLUpyTaMmn N0 yMOYaHUIO
2.22 Hactpowka OSPFv2 gns Hactpowvika OSPFv2 onsa ogHon obnactu
ofHon obnactu
2.23 CoumanbHasa nHxeHepus CoumanbHas nHxeHepus
2.24 Uccneposarue Tpaduka DNS | MoHuTtopuHr DNS 3anpocoB 1 oTBeTOB, aHanu3 COAEPXUMOro
naketos DNS.
2.25 Cnunckn kKoHTpONs goctyna HacTtpovika n npoBepka pacumperHbix ACL
2.26 TpaHcnaunsa agpecos Hactporika NAT gns IPv4.
2.27 TexHonorun CpaBHeHMe 1 TeCcTUpOBaHME  WUMEILUXCA  TEXHONOrnmu
LLIMPOKOMOMOCHOMo A0CTyna B LLIMPOKOMOMOCHOro AocTyna.
ceTb
2.28 MoHUTOpPUHT ceTn Mcnonb3oBaHne npotokona SNMP ans cbopa mnHgopmauuun o
HaCTPOWMKax N COCTOAHUU CETW.
2.29 darnosble cUCTEMbI CETEBOrO | YnpasneHue annamm koHdurypaumm ¢ NoMOLLbI KOHCOSBHOrO
obopynoBaHusi WHTepdperica, goctyna no tftp m ¢ nogknoyeHvem nokanbHOro
flash HakonuTens. BoccTtaHoBNEHWe naponen.
2.30 MpoTokonsl ynpasneHus HacTtpolika npotokonos CDP, LLDP n NTP.
CeTbto
2.31 BupTtyanusauus YcraHoska OC B BMpPTYyanbHON MaLUVHE.
n/n Peanusauus
pasgena
HaunmeHoBaHuve pasgena ONCUUNIUHBI C
CogepxaHve pasgena AMCUUNIUHBI
ANCUUNNNHBI NMOMOLLbIO
OHnamnH-Kypca,
QYMK*
1. Nlekumnn
1.1 OcCHOBbI ceTeBbIX CoBpeMeHHble ceTeBble TexHoMnornm, 6asosble Kypc CCNA
TexHonorum OKOHEYHble YCTPOWCTBA, NPOTOKOSbLI U MOAENU v7.0 Ha
netacad.com
1.2 Mopenb OSI ®PyHKUMM N 0cOBEHHOCTM paboThl YPOBHEW MOAENM Kypc CCNA
OSI (dpusnyeckuin, kaHarnbHbIA, CETEBOW, v7.0 Ha
TPaHCNOPTHbIN, YPOBEHb NPUNOXEHNIA) netacad.com
1.3 Mopenb TCP/IP ConoctaeneHne ¢ mogenbto OSI, agpecauus Ha Kypc CCNA
ceteBom yposHe (IPv4 u IPv6), paspeluenne agpecos, | v7.0 Ha
AunarHocTuka netacad.com
1.4 OcHoBbI ceTeBOM OcHoBbI ceTeBoW 6e30MacHOCTU Kypc  CCNA
6esonacHocTn v7.0 Ha
netacad.com
15 Opranunsaumst manov cetn | OCHOBHblE KOMaHAbl MO HACTPOWKE U OUArHOCTUKE Kypc CCNA
obopyaoBaHua ansa manon cetu. Mpobnemsol v7.0 Ha
MacLuTabupoBaHus ceTw. netacad.com
1.6 [MprHLMNBLI KOMMYTaUUK Mepechbinka KagpoB, KOMMYTaLUMOHHbIE JOMEHbI. Kypc CCNA




v7.0 Ha
netacad.com

1.7 BupTtyanbHble nokansHble | VLAN ans nornmyeckoro BblAeneHus N30NnMpoBaHHbIX Kypc CCNA
cetn (VLAN) ceTen B Npeaenax ogHoro obopyaoBaHus. PaboTta v7.0 Ha
VLNA Ha HeckomnbKux CBA3aHHbIX KOMMYyTaTopax. netacad.com
TpaHku. MNpotokon DTP.
1.8 MapuwpyTusaumna mexay MpuHumnnel mapwpytmnsauun mexay VLAN. Kypc CCNA
VLAN Vicnonb3oBaHue mapLupyTusaTopa ¢ nogknodeHnem Kk | v7.0 Ha
TpaHky. MapLpyT13aumsi C NOMOLLbI0 KOMMYTaTOpOB netacad.com
3-ero ypoBHs.
1.9 Mpotokon STP ®yHkumoHan npotokona STP, npuHumnbl paboTsl, Kypc CCNA
3BOMOLNS 1 TEKYLLUME CTaHAApThI. v7.0 Ha
netacad.com
1.10 Ob6beaunHeHne NopToB TexHonorua Etherchannel, eé npnHumnsl paboTel 1 Kypc CCNA
HacTpowika. [Nonck n yctpaHeHue npobnem B pabote v7.0 Ha
EtherChannel. netacad.com
1.11 OuHamunyeckoe Mpotokn DHCPv4, HacTponka cepBepa Ha Kypc  CCNA
pacnpegeneHve agpecos | obopyaosaHum Cisco. HacTponka KnMeHTCKoro v7.0 Ha
(DHCPV4) o6opyaoBaHus. netacad.com
1.12 [OvHamnyeckoe TexHonornn aBToMaTmnyeckoro nonydeHuns IPve Kypc CCNA
pacnpegeneHne agpecoB | agpecoB. SLAAC, DHCPv6. HacTpolika cepBepa v7.0 Ha
(DHCPvV6) DHCPv6. HacTpowka KnmeHTCKoro obopyaoBaHusl. netacad.com
1.13 MpoTokonebl Mpotokonbl FHRP 1 HSRP gns pesepsupoBaHus Kypc CCNA
0TKa30yCTOMYMBOrO OOCTyna K W03y Mo yMOJTYaHuio. v7.0 Ha
JocTyna K ceTu. netacad.com
1.14 MpuHUMNbl obecnevyeHus Be3onacHOCTb OKOHEYHbIX YCTPONCTB, KOHTPOSIb Kypc CCNA
©esonacHoCTM B NoKanbHOW | AocTyna. Yrpo3bl Ha KaHanbHOM YPOBHE, aTaka Ha v7.0 Ha
cetn Tabnmuy MAK agpecos. Bo3amoxHbie aTaku Ha netacad.com
NOKaNbHYH CETb.
1.15 HacTtpovikn 6e3onacHoctn | ObecnedeHne BesonacHocTn NnoptoB. OTpakeHune Kypc  CCNA
MapLIpyTN3aTopoB aTtak Ha VLAN. OtpaxeHune atak Ha DHCP. v7.0 Ha
OtpaxeHue atak Ha STP. netacad.com
1.16 BecnpoBogHble ceTn TexHonorun 6ecnpoBogHon ceA3n. CocTaBnsoLLme 1 Kypc CCNA
npuHumnel padotel WLAN. MpuHumnel paboThl v7.0 Ha
CAPWAP. be3onacHoCTb 6ecnpoBOAHbIX CETEN. netacad.com
1.17 KopnopatueHble WLAN HacTpoika ceTelt yaoanéHHbIX 0ObeKTOB. Kypc CCNA
KoHdurypaumsa 6aszosoro WLAN ¢ KOHTponnepom v7.0 Ha
becnpoBogHon ceTn. Hactponka WPA2 netacad.com
1.18 MpuHumnel mapwpyTmsayuu | OnpegeneHve NyTU K nepecklinka naketos. basosas Kypc CCNA
KOHpurypauust mapLupytusartopa. Taénuua IP v7.0 Ha
MapLpyTusauun. Ctatmdeckas n guHammnyeckas netacad.com
MapLIpyTU3auus.
1.19 CraTtudeckasa HacTtpoiika ctaTudeckmx mapLupyToB. Hactporika Kypc CCNA
MapLupyTusauus. nnasalLWmux cTaTMYeCcKnx MapLUpyToB. HacTpoika v7.0 Ha
CTaTMYEeCKMX MapLLPYTOB Ha KIMMEHTCKMUX YCTponcTBax. | netacad.com
Mownck n ycTpaHeHme npobnem co cTaTudecknmum
MapLUpyTamMu 1 MapLupytTaMmm no ymondanuio ans IPv4.
1.20 MpoTtokonbl guHamunyeckon | MNpotokon OSPFv2: npuHumnbl paboThl, Kypc  CCNA
MapLupyTusaumm nepegaBaemble NakeTbl, 0COOEHHOCTM NMPOTOKOMA. v7.0 Ha
Hactpovika OSPFv2 onst ogHou obnacTu. netacad.com
1.21 MpuHUMNBI obecneyeHns Tekywui ypoBeHb knbepbesonacHocTu. Kypc  CCNA
6e3onacHocTn ceTu 3MN0oyMBILMEHHUKM U NX MHCTPYMEHTLI. BpegoHocHoe v7.0 Ha
MO. YassumocTtu Ha yposHe |IP npoTokona. netacad.com
YA3BUMOCTW Ha YPOBHE TPAHCMOPTHLIX NMPOTOKOOB
TCP/UDP. CeteBble cnyx6bl. LndposaHue.
1.22 dunbTpauunsa Tpaduka c Cnicku koHTpons goctyna (ACL). WabnoHHble macku | Kypc CCNA
nomotubto ACL B ACL. Obuwme pekomeHgauum no co3gaHumto ACL. v7.0 Ha
Tunbl cnMckoB KOHTponsa goctyna aAns 1Pv4. netacad.com
1.23 TpaHcnauns ceTeBbIX TexHonorust NAT. Tunel npeobpasoBaHmn NAT. Kypc  CCNA
agpecoB (NAT) MpenmywectBa n HegocTaTkm NAT. CtaTudeckoe u v7.0 Ha
anHammndeckoe NAT. NAT ans IPv6. netacad.com
1.24 MpuHUMNbI paboTol HasHaueHune rmobanbHbix ceten (WAN). Kypc  CCNA
rnodanbHbIX CeTen TpaavumnoHHble metoabl nogkntodeHnsa kK WAN. v7.0 Ha




CoBpeMeHHble BO3MOXHOCTM nogkntodeHns k WAN.
mobanbHas ceTb MHTEPHET.

netacad.com

1.25 BupTyanbHble YacTHble TexHonornn cosgaHnsa BUPTyarnbHbIX YacTHbIX ceTen Kypc CCNA
cetn (VPN). Tunbl VPN. Ipsec v7.0 Ha
netacad.com
1.26 KauecTtBo 06CnyxmBaHus KayecTBo nepegaym gaHHbIX No ceTu. Xapakrepuctuku | Kypc CCNA
Tpaduvka. AnropuTMbl opraHmsaumm odepegun. Mogenn | v7.0 Ha
obecrneyveHuns kayecTBa obcnyxmnBaHus. Cnocobbl netacad.com
obecneyeHuns kayecTBa 06CNyXMBaHWS.
1.27 Cnocobbl ynpaeneHus MpoTtokonbl 06HapyxeHus yctporcte CDP n LLDP. Kypc  CCNA
ceTamu MpoTtokon cuHxpoHu3auum sBpemeHn NTP. v7.0 Ha
YnpaBneHue n cbop CTaTUCTUKN C NMOMOLLIbIO netacad.com
npotokona SNMP. JlokansHoe 1 yaanéHHoe
XypHanupoBaHue ¢ nomoLbto syslog. Pabota ¢
annoBbiMM CUCTEMaMM KOMMYTaTOPOB U
MapLupyTmnsatopoB. PaboTta ¢ obpasamum |OS.
1.28 MpoekTnpoBaHue ceTen Mepapxnyeckune n mactabmpyemole ceTu. Kypc CCNA
O6opynoBaHune Anst KOMMyTauMn 1 MapLIpyTM3aumm. v7.0 Ha
netacad.com
1.29 Mownck n yctpaHeHue BeneHne pokymeHTaumu. MNpoueaypa novcka m Kypc CCNA
owmnboK B paboTe ceTu ucnpaeneHus Henonaaok. IHcTpymeHTbl anga noncka n | v7.0 Ha
yCTpaHeHus Henonagok. CMMNTOMbI U MPUYMHBI netacad.com
Henonagok B CETH.
1.30. BupTtyanusauus cetn O6nayHble BbluMCneHns. Buptyanmsaums Kypc  CCNA
BbIYMCMUTENbHBIX MOLWHOCTEN. MIHdpacTpykTypa v7.0 Ha
BMpTyanbHow ceTu. [porpamMmmHo-onpegensemMas cetb. | hetacad.com
1.31 AsTOMaTmM3aums O630p aBTomaTusaumm. dopmatsl gaHHbIX, API. Kypc  CCNA
yrnpaBneHust ceTblo WHCTpyMeHTbl ynpaeneHus koHdurypaumen, REST v7.0 Ha
nHTEepgenc. netacad.com
2. llabopaTopHble 3aHATUS
2.1 MoakntoyeHne k ceTeBomy MopkntoyeHne n pabota ¢ ceTeBbiM obopyaoBaHuem ¢ | Kypc CCNA
o6opynoBaHuio ncnonb3oBaHWeM UHTepderca KOMaHAHOW CTPOKU v7.0 Ha
netacad.com
2.2 MpocmoTp ceTeBoOro YcTaHoBKka nporpammbl wireshark n eé ncnonesosaHue | Kypc CCNA
Tpaduka ONs aHanu3a nepegaBaeMbIX MO CETU AaHHbIX v7.0 Ha
netacad.com
2.3 AHanua ceteBoro MpocmoTp uHopmaumn o ceTeBblx agantepax u ux | Kypc CCNA
o6opynoBaHus MK HacTpoMKa. v7.0 Ha
netacad.com
2.4 KaHanbHbIN ypoBeHb MpocmoTp Mak agpecoB  ceTeBblX  YCTpoWCTB, | Kypc CCNA
nNpocMoTp Tabnuubl Mak agpecoB KOMMYyTaTopos, | v7.0 Ha
aHanM3 KagpoB KaHanbHOro YpPOBHS C MoMmoLbio | netacad.com
Wireshark
2.5 BasoBas mapLpyTmnsaums CosgaHne cetun, coctoswen u3 kommyTtatopa u | Kypc CCNA
MapLupyTmusartopa. v7.0 Ha
netacad.com
2.6 IP agpecauus (IPv4) Paccuét nogceten IPv4. Paspabotka n peanusdauus | Kypc CCNA
cxembl agpecauuun VLSM v7.0 Ha
netacad.com
2.7 IP agpecauus (IPv6) OnpegeneHue IPv6 agpecos, HacTpoika IPv6 Kypc  CCNA
aflpecoB Ha CeTeBbIX YCTPOMUCTBAX. v7.0 Ha
netacad.com
2.8 OnarHoctnyeckune ytunutel | MNpoBepka ceTeBoro noakntoveHus ¢ nomollsto ping n | Kypc CCNA
tracroute v7.0 Ha
netacad.com
2.9 Cnyx6a DNS KnueHTckas paboTta co cnyx6oirn DNS Kypc  CCNA
v7.0 Ha
netacad.com
2.10 OcHoBbl 6e3onacHoCcTH HocTyn k ycTponcteam no npotokony SSH, HacTponkn | Kypc CCNA
cetn Be3onacHOCTH CeTeBbIX YCTPOWNCTB. v7.0 Ha
netacad.com
2.11 OpraHusaumsa manow cetu MpoektupoBaHne un noctpoeHve cetm wmanoro | Kypc  CCNA
npegnpuaTna v7.0 Ha




netacad.com

2.12 basosas HacTpovika BasoBasa HacTporika KoMmmyTaTopa Kypc  CCNA
KOMMyTaTopa v7.0 Ha
netacad.com
2.13 PaboTta c VLAN HacTtpovika VLAN 1 marnctpanbHbIX TPaHKOB Kypc  CCNA
v7.0 Ha
netacad.com
2.14 MapLwpyTusaums mexay Cessb VLAN npu nogkntoyeHun wmapipytmsatopa | Kypc CCNA
VLAN yepea TpaHK. [Monck n ycTtpaHeHwe HeucnpaBHocTen | v7.0 Ha
npu HacTporke mappyTtusaumm mexay VLAN. netacad.com
2.15 O6beguHeHne nopToB HacTtpoiika Ehterchannel. Kypc CCNA
v7.0 Ha
netacad.com
2.16 DHCPv4 Hactpovika DHCPv4 Ha knueHTckom wn ceteBoMm | Kypc  CCNA
obopyaoBaHuu. v7.0 Ha
netacad.com
2.17 DHCPv6 Hactpovika DHCPv6 Ha knuneHTckom wun ceteBoMm | Kypc  CCNA
obopyaoBaHuu. v7.0 Ha
netacad.com
2.18 BesonacHocTb HacTtpoWikn 6esonacHoCcT1 koMMyTaTopa Kypc  CCNA
KOMMYTaTOpOB v7.0 Ha
netacad.com
2.19 BecnpoBogHbie ceTn HacTtpoWika npocTon 6ecnpoBoOaHON CETU Kypc CCNA
v7.0 Ha
netacad.com
2.20 Cratunueckasi HacTpolika ctatnyecknx mapLupyToB 1 mapwpyTtoB no | Kypc CCNA
MapLupyTusaums ymonyanuio ansa IPv4 n IPv6 v7.0 Ha
netacad.com
2.21 Mouck n ycTpaHeHune Mouck wn ycTpaHeHWe Henonadok, cBa3aHHbIX co | Kypc  CCNA
Henonaaok, CBA3aHHbIX CO cTaTMyeckMMyn  MaplipytamMm u  mapuwpytamu no | v7.0 Ha
CTaTMYECKMMN MapLUPYyTaMn | yMOMYaHMIo netacad.com
1 MapLupyTamu no
YMOSYaHUIO
2.22 Hactpowvika OSPFv2 gns Hactpowka OSPFv2 gnsa ogHon obnactu Kypc  CCNA
ofHou obnactu v7.0 Ha
netacad.com
2.23 CoumanbHas nHxeHepusa CoumanbHas nHxeHepus Kypc CCNA
v7.0 Ha
netacad.com
2.24 WccnepoBaHue Tpadguka MonutopuHr DNS 3anpocoB u oTBeToB, aHanus | Kypc CCNA
DNS cogepxmmoro naketoB DNS. v7.0 Ha
netacad.com
2.25 Cnucku KoHTpoNs goctyna HacTpolika n npoBepka paclumpeHHbix ACL Kypc CCNA
v7.0 Ha
netacad.com
2.26 TpaHcnaunsa agpecos Hactpowika NAT ans IPv4. Kypc  CCNA
v7.0 Ha
netacad.com
2.27 TexHonornn CpaBHeHue n TecTMpoBaHue nmetowmxcsa TexHonormn | Kypc  CCNA
LLIMPOKOMOSOCHOTO A0CTyNa | LUMPOKOMONIOCHOIo AOCTYyNa. v7.0 Ha
B CeTb netacad.com
2.28 MOHUTOPUHT ceTn Wcnonb3oBaHme npotokona SNMP agna cbopa | Kypc  CCNA
MHdOPMaLUM O HACTPOMKax U COCTOAHUN CETMW. v7.0 Ha
netacad.com
2.29 dannosble CUCTEMBI YnpaBsneHve dannamm KoHdurypaumm c nomollsto | Kypc CCNA
ceTeBOro obopynoBaHus KOHCONbHOrO uHTepderica, goctyna no tftp n c | v7.0 Ha
nogknoyeHnem  nokanbHoro  flash  HakonuTens. | netacad.com
BocctaHoBneHwne naponen.
2.30 MpoTokonbl ynpaeneHus HacTtpolika npotokonos CDP, LLDP n NTP. Kypc CCNA
ceTblo v7.0 Ha
netacad.com
2.31 BupTtyanusauus YctaHoBka OC B BMpPTyanbHON MaLLMHE. Kypc CCNA

v7.0 Ha




netacad.com

13.2. TeMbI (pa3aenbl) 1uCUUILIMHBL ¥ BUbI 3aHATHI

Buabl 3aHATUN (4acoB)

Ne HanmeHoBaHue Tembl
CamocTosiTensHas
n/n (pasgena) gucumnnmHbl Jlekumn | MNpaktudeckne | JlabopaTopHble pa6oTa Bcero
11 OcHoBbI ceTeBbIx 1 5 6
TEXHOMOMMM
1.2 Mopenb OSI 1 2 5 8
1.3 Mopenb TCP/IP 2 2 5 9
14 OcHoBbI ceTeBoM 2 > 5 9
©e3onacHoCcTH
1.5 Opranunsaumsi Mmanow cetu 2 2 5 9
1.6 MpyHUMNBI KOMMYTaLUK 2 2 5 9
BupTyanbHble nokasnbHble
L7 ceTv (VLAN) 2 2 5 9
MapLpyTusaumsa mexagy
1.8 VLAN 2 2 5 9
1.9 Mpotokon STP 2 2 5 9
1.10 Ob6begnHeHve nopTos 2 2 5 9
HOuHamnyeckoe
111 pacnpefeneHne agpecos 2 2 5 9
(DHCPV4)
HOuHamnyeckoe
1.12 pacnpefeneHne agpecos 2 2 5 9
(DHCPV6)
MpoTokonbl
1.13 OTKa30yCTONYNBOIrO 2 2 5 9
JocTyna K ceTu.
MpuHuMnbl obecneyenns
1.14 ©e30nacHOCTU B NIOKanbHOWM 2 2 5 9
cetn
115 Hactpoliku 6e3onacHocTun 2 5 5 9
MapLUpyTU3aToOpOB
1.16 BecnpoBoaHbie ceTu 2 2 5 9
1.17 KopnopaTtueHble WLAN 2 2 5 9
1.18 MpyHUMNBI MapLUpyTM3aLuu 2 2 5 9
119 CraTtudyeckas 2 5 6 10
MapLipyTusaums.
1.20 MpoTokonbl AMHaMNYECKON 5 5 6 10
MapLupyTusaumm
121 MpuHumMnbl o6ecneyenns > > 6 10
©e3onacHocTu ceTtn
122 dunbTpaums Tpadmka ¢ > 2 6 10
nomouwbio ACL
TpaHcnaumna ceTeBbIX
1.23 anpecos (NAT) 2 2 6 10
124 MpuHUMNbI pa60T|3| > > 6 10
rnobanbHbIX ceTen
195 BupTyanbHble YacTHble > 2 6 10
cetn
1.26 KayecTtBo 06cnyxmBaHus 2 2 6 10
127 Cnocobbl ynpaBneHusi 2 > 6 10
ceTsaMn
1.28 lMpoekTnpoBaHme ceTen 2 2 6 10
1.29 Mownck n yctpaHeHue > > 6 10
ownbok B paboTte cetn
1.30. Buptyanusauwus cetu 2 2 6 10
131 ABTOMaTM3aLUA > 5 6 10
yrnpaBrieHusa ceTblo




| Uroro: | 60 | 60 | 168 | 288 |

14. MeToanyeckue ykazaHmsa Ans odyyaroLWmMXca No OCBOEHUIO AUCLUMIIUHDbI

Ansa naydeHns aucunnnnHel Heo6XoaMMO perynapHoe nocelleHme nekumn u BolNonHeHne
npakTUyecknx 3agaHuin. Yactb Mmatepuanos NpeacTaBneHo A CaMOCTOATENbHOIMO U3yYeHns B
QYMK «CunctemMHoe agMUHUCTPUPOBAHUEY, B HEM e NPOUCXOAUT NpeoCcTaBneHne OTYETOB O
BCEX NpakTnyeckmx pabotax. Jlekumm 1 npaktnyeckme 3aHATUS MOryT NpOBOAUTLCS Kak B
OYHOM, TaK U B ANCTAHLMOHHOM pexnme ¢ ncnonb3osaHnem BKC.

15. lNepeyeHb OCHOBHOM U [OOMNOSNIHUTENLHOW nUTEpaTypbl, PECYPCOB WHTEpPHeT,

HeobXoaUMbIX ANA OCBOEHUA ANCLUMUNIIUHbBI (Crucok umepamypbl 0GhoPMASIEMCs 8 COOM8emcmeuu
¢ mpebosarusimu TOCT u ucrions3yemcsi obw,asi CK803Hasi Hymepauyus 0518 ecex sudo8 UCMOYHUKOS)

a) OCHOBHas nuTeparypa:

Ne n/n NcTouHuK

TaHeHbaym, OHapto. KomnbloTepHble cetn / 3. TaHeHbaym ; [nep. ¢ aHrn. B. Wpara] .— 4-e u3g.
— CIN6. [n gp.] : Nutep, 2009 .— 991 c

Onundpep , Buktop Npuropbesnd. KomnbtoTepHble ceTu. MNMpuHUMNbI, TEXHOMOrMK, NPOTOKONbI / B.
Onudep , H. Onndep .— 4-e n3g. — Canxkr-lNetepbypr : MNutep, 2012 .— 943 ¢

1

2

B) MH(pOpPMALIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchl (oumumnaneHble peCypebl MHTEPHET)™:
Ne n/n Pecypc
10 lMopman cisco netacad: URL — netacad.com (8ama obpauweHus 15.07.2019)
Macankos, A. C. OcobeHHocmu KubeprnpecmyrnaeHuli: UHCmpymeHmeol HanadeHus u 3auwums! uHgopmayuu / A. C.
Macankos. — Mockea : IMK lMpecc, 2018. — 226 c¢. — ISBN 978-5-97060-651-3. — Tekcm : 3neKmpoHHsbil // JTaHe :

11 371eKMpoHHOo-6ubauomeyHas cucmema. — URL: https://e.lanbook.com/book/105842 (dama obpaweHus:
15.07.2019).
Matinep, b. AmuHucmpuposaHue cemeli Cisco: ocgoeHue 3a mecay / b. Malinep ; nepesod ¢ aHanulickozo M. A.

12 PalimmaH. — Mocksea : IMK lMpecc, 2018. — 316 c. — ISBN 978-5-94074-519-6. — Tekcm : 3nekmpoHHbill // J1aHs :

371eKMpoHHO-6ubauomeyHas cucmema. — URL: https://e.lanbook.com/book/112927 (dama obpaweHus:
15.07.2019).

Ju, M. Apxumexkmypa uHmepHema eewieli / I1. /lu ; nepesod ¢ aHanulickozo M. A. PalimmaH. — Mocksa : AMK

13 Mpecc, 2019. — 454 c¢. — ISBN 978-5-97060-672-8. — Tekcm : 3n1eKmpoHHbIl // JlaHb : 31eKmpoHHO-6ubaUOMeYHas
cucmema. — URL: https://e.lanbook.com/book/112923 (dama obpaw,eHus: 15.07.2019).

16. MNepeyeHb y4yeOHO-MeTOAMYECKOro obecrnevyeHUs ANsi CaMOCTOATENIbHOW paboTbl
(y4ebHo-memoduyeckue pekomeHdayuu, rocobusi, 3adaqyHuKku, MemoOu4yecKue yKa3aHusi MO 8bIMOSTHEHUIO
rpakmu4eckux (KOHMPOJIbHbIX), Kypcosbix pabom u 0p.)

Ne n/n NcTouHunK

OcHosbl pabomsi 8 npoepamme Cisco Packet Tracer : yuebHO-memoduydeckoe rocobue 0rnisi
1 gy3oe /cocm. : . B. Abpamos, K. Y. Konbas, cocm. P. C. Cymura, M. I'1. Panonos, A. lO.
Tenkos .— BopoHex : U3damenbckuli Oom BI'Y, 2017

Hacmpolika cemesbix cepsucos : y4ebHo-memodudeckoe rocobue 0nsi 8y3os /cocm. : . B.
2 Abpamos, K. Y. Konbas, cocm. P. C. CymuHa, M. I1. Psanonos, A. tO. Tenkoe .— BopoHex :
U3damenbckuli dom BI'Y, 2017 .— 26 c.

Mapwpymusauyusi 8 KOMbIOMepPHbIX cemsix : y4ebHo-memoduyeckoe rnocobue 0r1s 8y308 /

3 cocm. : . B. Abpamos, K. Y. Konbas, cocm. P. C. CymuHa, M. I1. Psnonos, A. 1O. Tenkog .—
BopoHex : MUsdamenbckuti dom BI'Y, 2017 .— 25 ¢. — Tupax 50. 1,6 n.11.

17. OOpasoBaTesfibHble TEXHONIOMMU, MUCNONb3yeMble Npu peanusauum Yy4eOHOWM
AUCLUMNIINHBLI, BKNOYasi AUCTaHUUOHHbIe oOpa3oBaTtenbHble TexHonoruun (OOT),
3aneKTpoHHoe oby4yeHue (J0), cmewaHHOe OGy4YeHue):

Mpn npoBefeHun 3aHATUIA ucnonb3dyeTcs cbop 3agaHun M obpaTHOM CBA3M OT CTYAEHTOB B
OQYMK «CunctemHoe agMUHUCTpUpoBaHmey. Jlekumm MoryT NpoBOAMTCS Kak OMHO B ayauMTOpUK C
NPOEKTOPOM, TaK WU AUCTAHUMOHHO MCMOMb3ys BCTPOEHHble B nopTtan edu.vsu.ru Cuctembl
BMAEOKOHGepeHUnn. 3agaHnsa COCTOAT U3 NPOBEPOYHbIX TECTOB, peann3oBaHHbIX B Kypce
CCNA 7.0 Ha noptane netacad.com K npakTU4ecknx 3agaHvi. PesynbTaT BbINONHEHUSA


https://e.lanbook.com/

NpPakKTN4eCKNxX 3agaHnn OormkeH ObiTb 3arpy>XeH Ha nopTtarn, cobecepoBaHune ons nony4vyeHuA
OKOH4YaTeNlbHOM OUEHKM NO 3agaHusIM  MOXET npoBoaANUTCA OYHO nnbo ncnosib3ys
BI/Iﬂ,eOKOH(bepeHLl,I/II/I Ha noprane edu.vsu.ru c npumMmeHeHnem gemMOoHCTpaunn SKpaHa.

18. MaTepnanbHoO-TeXxHU4Yeckoe obecnevyeHme AUCLUMNIIUHDbI:

KomnbloTepHbIN KNacc ¢ KONMYECTBOM MECT, paBHbIM 4nucrny obydaembix. [poekTtop u akpaH
ans nposegeHus nekuun. YcraHosneHHole OC Linux n Windows Ha kaxgown paboyen maluunHe.
Bo3amoxHocTb 3anycka OC B BUpTyarnbHbIX MalLUMHaxX Ha KOMMbOTepax y4ebHOro knacca nnun B

BblYMCNNTENBHOM Oobnake By3a.

19. OueHou4HbIe cpeacTBa ANS NPoOBeAEeHUA TeKyLWen U NPOMEXYTOYHOM aTTecTauum

coepxaHmem cneayrwmx pasgenos gUCUUMITAHBILL

MopsiAoK OLEeHKM 0CBOEHMS obyvatowmnmmncs y4ebHoro matepuana onpeaensieTcs

Ne HaumeHoBaHue pasgena Komnete M;&%f;gﬁ&;') OLEHOYHbIE CPEACTBa
n/n AVCUMNINHBI (MOAynNs) HUmA(n) KOMAETEHLMM
o OlIK-5 OrK-5.1, OMNK-5.2, TecTbl M NpakTuyeckme paboTbl Ha
11 OcCHOBbI CETEBbBIX TEXHOMOMMN OnNK-6 OFIK-CS)i_?I,(%gK-G.l, nopTare netacad.com
Orl1K-5 ONK-5.1, OMNK-5.2, | 1407 1 npakTuyeckme paboTbl Ha
1.2 Mogenb OSI OMK-6 OHK-Si_?k_(()SgK-G.l, noptane netacad.com
OrlK-5 OMK-5.1, OMK-5.2, | 1o0r npakTuyeckue paboTbl Ha
1.3 Mopgens TCP/IP OMK-6 OFIK-CS)i_?k_CE)SI;K-G.l, nopTane netacad.com
o OrIK-5 OrK-5.1, OMNK-5.2, TecTbl M NpakTu4eckme paboTbl Ha
1.4 OcHoBbl ceTeBol 6e30MacHOCTU OMK-6 OFIK-CS)i_?I,(%gK-G.l, nopTane netacad.com
. OrK-5 OMK-5.1, OMK-5.2, | 1407 npakTu4eckme paboTbl Ha
15 OpraHunsaumsa manou cetu OMK-6 OI'IK-(E)SI._IIS},(_C()SEK-G.L nopTane netacad.com
OrlK-5 OMK-5.1, OMK-5.2, | 1407 npakTuyeckue paboTbl Ha
1.6 MpuHUMNBI KOMMYTaUMK OMNK-6 OFIK-gi_IISk_CE);gK-G.l, nopTane netacad.com
OrK-5 ONK-5.1, OMK-5.2, | o071 npakTuyeckme paboTbl Ha
1.7 BupTyaneHble nokanbHble cetu (VLAN) ONK-6 OI'IK-SI._CI’,},(_(()SEK-G.L nopTane netacad.com
Or1K-5 OMK-5.1, OMK-5.2, | 1¢.r npakTuyeckue paboTbl Ha
1.8 MapuwpyTtnsaumsa mexay VLAN OMK-6 OHK-gi_?k%gK-G.l, nopTane netacad.com
OrnK-5 OMNK-5.1, ONK-5.2, | 1o.ry) 1y npakTuyeckme paboTbl Ha
1.9 Mpotokon STP OMK-6 OI'IK-SI._CI’,I,(_(E)BZK-G.L nopTane netacad.com
OrK-5 ONK-5.1, OMNK-5.2, | o071 npakTuyeckme paboTbl Ha
1.10 O6beauHeHne NopToB ONK-6 OI'IK-SI._CI’,},(_(()SEK-G.L nopTare netacad.com
111 OunHamnyeckoe pacnpegeneHve OrK-5 8HE:§% SHE:ZE TecTbl M NpakTnyeckme paboTbl Ha
agpecos (DHCPv4) OrK-6 onKk=6.2. noptane netacad.com
112 IvHamunyeckoe pacnpegenenve OrK-5 SHEE% SHES% TecTbl U NpakTUYeckme paboTbl Ha
' agpecos (DHCPvV6) OrK-6 onK-6.2. noptane netacad.com
113 MpoToKorbl 0TKa30yCTONYNBOrO OrlK-5 89&:?% SHE:ZE TecTbl M NpakTu4eckme paboTbl Ha
[OCTyna K CeTu. OrnK-6 onKk-6.2 nopTane netacad.com
114 MpyHUMNBI o6ecnequ|i|ﬂ ©esonacHocTU OrK-5 82&2% 82&2% TecTbl M NpakTnyeckme paboTbl Ha
B ITOKarbHOW ceTn OlK-6 onKk-62. nopTane netacad.com
115 Hactpoiikm 6e3onacHocTn OlK-5 82&2% 82&2% TecTbl M NpakTudeckme paboTbl Ha
’ MapLUpyTU3aTopoB OrnK-6 onKk-62 nopTane netacad.com
OrK-5 OMK-5.1, ONK-5.2, | o7y 1y npakTuyeckme paboTbl Ha
1.16 BecnpoBoaHble ceTu ONK-6 OHKgi_?k%gK-G.l, nopTane netacad.com
OrnK-5 OMK-5.1, ONK-5.2, | 1o.ry) 1y npakTuyeckme paboTbl Ha
1.17 KopnopaTtuBHble WLAN ONK-6 OHKgi_:I’,k%gK-G.l, nopTare netacad.com
1.18 MpyHUMNBI MapLLpYyTU3aumMm OrlK-5 OlK-5.1, OlK-5.2, | TecTbl M NpakTN4yeckmne paboTbl Ha




Ne HavnmeHoBaHue pasgena Komnete MAH‘;]'CVT”;E;ISEISI';') OLEHOYHbIE CPEACTBa
n/n ANcunnnHel (Mogyns) HUuSA(K) KOMMETEHLIAM
OnnK-6 OrlK-5.3, Ol'K-6.1, noptane netacad.com
Or1K-6.2,
OrK-5 ONK-5.1, OMNK-5.2, | 1407 1 npakTuyeckue paboTbl Ha
1.19 CraTnyeckas MapLupyTM3aums. OMNK-6 OHK-gi_ZISk%gK-G.l, nopTane netacad.com
1.20 [MpoToKonbl AMHaMUYecKomn OrK-5 89&:?% 89&:25 TecTbl M NpakTuyeckme paboTbl Ha
MapLupyTm3aumum OrnK-6 onKk-62 nopTane netacad.com
121 MpuHumnel obecneyeHns 6esonacHocTn OlK-5 89&:?% 89&:25 TecTbl M NpakTu4eckme paboTbl Ha
' cetu OrK-6 Ohk-62 noptane netacad.com
OrK-5 ONK-5.1, OMNK-5.2, | 1407 1 npakTuyeckue paboTbl Ha
1.22 dunbTpauus Tpadumka ¢ nomollbio ACL OMK-6 OHK-SI._ZIS},(%I;K-G.L nopTane netacad.com
OrlK-5 OrK-5.1, OMK-5.2, TecTbl 1 NpakTUyeckme paboTbl Ha
1.23 TpaHcnsaums ceteBbix agpecos (NAT) OMK-6 OI‘IK-(E)Si_CI’uk_%gK-G.l, nopTane netacad.com
o OlK-5 OrK-5.1, OMK-5.2, TecTbl M NpakTuyeckme paboTbl Ha
1.24 MpuHUMnbl paboTbl rmobanbHbIX ceTein OMK-6 OHK-gi_ZISk%gK-G.l, nopTane netacad.com
Or1K-5 ONK-5.1, OMNK-5.2, | 1407 1 npakTuyeckme paboTbl Ha
1.25 BupTyanbHble YacTHble ceTu ONK-6 OI'IK-SI._?},(_(()SEK-G.L nopTare netacad.com
Or1K-5 OMK-5.1, OMK-5.2, | 1o0r npakTuyeckue paboTbl Ha
1.26 KauyectBo obcnyxumeaHua OMK-6 OI'IK—(E)SI._IIS},(_C()SEK—G.L nopTane netacad.com
OrK-5 OMK-5.1, OMNK-5.2, | 1407 1 npakTuyeckue paboTbl Ha
1.27 Cnocobbl ynpaBneHus cetamm OMK-6 OFIK-CS)i_?I,(%gK-G.l, nopTane netacad.com
. OrK-5 OMK-5.1, OMK-5.2, | 1407 npakTuyeckme paboTbl Ha
1.28 MpoekTnposaHue ceten OMK-6 OHK-(&)Si_IISk_C()SFéK—G.l, nopTane netacad.com
129 Mownck n ycTpaHeHne owwmnbok B paboTe OlK-5 89&:?% 8HE:2§ TecTbl M NpakTuyeckme paboTbl Ha
: cet™ OnK-6 onk6.2 nopTane netacad.com
OrK-5 ONK-5.1, OMNK-5.2, | 1407 1 npakTuyeckue paboTbl Ha
1.30. BupTtyanusauunsa cetu OMNK-6 OFIK-CS)i_?I,(%gK-G.l, nopTane netacad.com
Or1K-5 OMK-5.1, OMK-5.2, | o0r npakTuyeckue paboTbl Ha
1.31 ABTOMaTU3auns ynpaBneHns ceTbio ONK-6 OHK—(E)Si_IISk_C()SgK—G.l, nopTane netacad.com
MpomexyToyHasa aTTecTauns
hOpME KOHTDONS - SAUET TecTbl Ha nopTane netacad.com

20 TunoBble OLEHOYHbLIE CcpeAcTBa UM MeToAMYeCKMe MaTepuanbl, onpegensiowme
npouenypbl OLleHUBaHUA

20.1 TeKywmMn KOHTPOSb ycneBaeMocTun
20.1.1 MNpuMepHbIE BONPOCHI N3 TECTOB Ha nopTarne netacad.com
ConocTtaBbTe TpeboBaHUA K HAOEXHOW CETU C NOAAEPKMBAEMON CETEBON apXUTEKTYPOMN.
(He BCce BapuaHTbl UICNONbL3YOTCA.)

OTKa30yCTOMYMBOCTH 3aUTHUTh CETh OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA.
OO6ecrieunTh pe3epBHBIC KaHAIBI U yCTPOMCTBRA.

MacuTabupoBaHue CormocraBbTe THUIT OOMEHa JaHHBIMH C
COOTBETCTBYIOLIEH XapaKTEPUCTHKOM.

0€30I1acHOCTb Pacmmputs cetb 6€3 yXy/IueHns KadyecTBa

O6CJ’ly)KI/IBaHI/I${ A CYIECTBYFOIINUX MOJI30BATEIICH.

Y06enuthbes, 9To MOTOKOBAS Mepeaada JaHHBIX

OCYIIECTBIIACTCA IO BBICOKOCKOPOCTHBIM KaHaJIaM.
BbibepuTe oguH 13 BapnaHToB

CeTeBoW TexHUK paboTaeT Hag 6GecnpoBOOHOM CETLIO B MEAULIMHCKON KNMUHUKE. TEXHUK
crny4anHo HacTpavBaeT 6ecnpoBOAHYH0 CETb, YTOOLI NALUNEHTLI MO BUAETb AAHHbIE
MeOMLMHCKUX 3anncen Apyrnx naumeHToB. Kakas 13 4eTblipex xapakTepuctuk cetu obina
HapyLLeHa B AaHHOW cuTyaummn?



OTKa30yCTONYNBOCTb
MacLTabmpyemocTb

6e3onacHoCTb

rapaHTMpoBaHHas noroca NponycKaHus
HapexHocTb.

HasosuTe Tpu xapakrepuctukm SVI? (Beibepute Tpn BapmaHTa.)

SVI BbINnoNHAET ponb NpoTokona 6e3onacHOCTV ANng 3awuTbl NOPTOB KOMMYTaTopa
SVI He cBsi3aH ¢ Kakum-nNnbo pmamdeckum nHTepderncom kommyTaTopa

3TO cneuunanbHbii NHTEPdENC, NO3BOMSIOLLNN OCYLLECTBNATL NOLKMIOYEHNE K Pa3finNYHbIM
TMMNam CeTeBbIX cpes

SVI obecneunBaeT BO3MOXHOCTb NOOKIMHYEeHNA K CeTU noboro yCTpOIZCTBa B Ntobom
mecTe

SVI obecneumBaeT BO3MOXHOCTb YAANeHHOro ynpasneHns KOMMyTaTopoM
no ymonyanuto SVI ceasaH ¢ VLAN1

20.1.2 MNpuMepHble NpakTUyYeckne 3agaHng:
e YcrtaHoBka PacketTracer
¢ ViccnepoeaHue npoxoxaeHusi no cetn ICMP naketoB
e Pabota c ceTeBbiM 060pYyaoOBaHNEM C UCNoNb3oBaHueM telnet TepmmHana

20.2 NMpomexyToyHasa aTtrecTaums

lMpomexxyTouyHas aTTecTaums no gUCUMnNIIMHe NpoBOANTCS B BUAE TECTOB Ha nopTane
netacad.com.

[na 3a4éTta B 4 cemecTpe Hy>XHO HabpaTb 6onee 60% no cpegHeMy 3HA4YEHUIO U3 TECTOB Ha
TEKyLLYH ycrneBaemMocTb U uHanbHOMY TECTy No MaTepuanam cemecTpa.

[nsa nony4yeHns oueHkn B 5 ceMecTpe HyXXHO HabpaTb No cpeaHeMy 3Ha4YeHUo N3 TEeCTOB Ha
TeKyLLYyH ycrneBaemocTb U puHanbHomy TecTy 6onee 80% Ans nonyyYyeHnst OTMETKM «OTNIMYHO», OT 60%
0o 80% ans oueHkn «xopowoy, oT 50% a0 60% Ana nonyyYyeHns oLeHKN «yO0BMETBOPUTESTBHOY.



